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Introduction

Versiera is a welbasedechnology infrastructursmanagement systeused to visualize and operate large
scale computer networks. It alsimplifies the common routine tasks perfodri®y system administrators
and enables a comprehensive view into the technology and its opeyaisiera offers a redime view of
all of your hardware, softwa@nddigital assetalong with their operational healtiiersiera is available as
enterprig appliance or complete architectures for management of cloud data d@rgerszations looking
to consolidate management platformsharse thaheed to incorporate the latest in management
technologiesas well ascut operational costs can take adegpet of the free Internet accessible Versiera
management service.

Versiera architecture enables Internet Service Providers, systems management organizations and
consultants to broaden their services without having director access to customer techndébgyand is
accomplished without having to build dedicated management interconnects to end customers.

The VersieraManagemen€onsole(https://www.versiera.coris accessible using most popular web
browsers ovethe InternetVersiera collects and analyses information frgoar computer infrastructure
describing the computearctive and configuration statbg means ofesidenthost agentgagents are about
800KB) that push information tdhe central Versiera sygnh over an authenticated agcrypted
connectionSSL). During installation/registrationvery Versieraremote host agent is assigned a unique
digital certificate to authenticatnd encrypt all communicationr®nce the digital certificates have been
assgned they are automatically managed by Versiera management system.

Broad operating systeand platformsupport is offereéhcluding agents foMicrosoft Windows*, Apple
OSX (Intel/PowerPC)L.inux (x86/amd4), FredBSD (x86/amds4), NetBSD(x86), OpenBSD(x86) and

Solaris(Sparéx86). Embedded platform support includes BIRT (Broadcom/Atheros), OpenWRT

(Broadcom/Atheros) and Tomato/VPN (Broadcom).

*
All Windows operating systems (except Win 95, 98, and ME) are supported. Linux systems supported include but are not limited to: RedHat,
Fedora, CentOS, Debian, Gentoo, Ubuntu, Mandriva, SUSE, Slackware, Xandros, PCLinus. Solaris 8 and higher supported.
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What can you do with Versiera?

Compliance

U Create and manage corporate host configuratammdardsising Vesierasystem
U  Apply corporate compliancdgandards for host active and configured states
U Report on hostompliance deviations relative tonfiguredcorporate standards

Monitoring

U  Monitoring host performance metridyy centralized/ersiera system

Monitoredhostmetrics include CPU load, physical and virtual memory, storage, uptime, and
checkin status

Monitoring of host running processasd network connections

Configurablemonitoring thresholds

Notification emails alerts

Monitoring eventsubscriptions

Alerts queue workflowtrouble tickets fooperatoresolution

c:

[ et eI e entHN ey

Service Probes

U  Service Probes actively communicate from the central Versiera system to remotareoinfigst
targets to test and verify service availability, content, and response time

U Available rvice probes include HTTP, DNS, SMTP, and PING

U Notification email alerts for associated registered hosts

Scheduling

U General scheduling facility for all Versiera componéntsuding Monitoring, Jobs, Notifications
and Service

Jobs

U Facility to create sgpted tasks or use of provided task models that can be assigned to one or more
registered hostfor execution by remote agents

U Software Distribution is a provided task model and includes suppatidivibution of pre
packaged dtware asxecutableMicrosoft System Installer (MSl)nstall Shieldand Red Hat
Padkage Manager (RPM) file formats

0 Facility to assign host to awaken other hosts, host restart, and host shutdown assignments
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Automated Documentation

U Infrastructure ability to generate on demanarial documentation describing one or more hosts
includingtheir configuration details

U Monitoring Policy- ability to generate on demand formal documentation describing the
configured monitoring policies applied tegistered hosts

0 Documentation may be gerated as Rich Text Format (RTF) or Portable Document Format
(PDF)

U Reports for host data in Versiera are available as Comma Separated Values (CSV) and Portable
Document Format (PDF)

Report Host State

U Report hoshetworklistening ports, associatednningapplications and respectiagplication

user accounts application dependency mapping (ADM)

Report on active host communications with remote hosts

Report orrunning applicationgheir resource usage and associated user accounts

Report on host user acatdetails, user groups and group memberships

Report on accuracy and functionality ohé synchronizations across registered hosts and

respectivehosttime zones.

U Report on host network configuration includingtworkinterface name, speed, duplex, MAGlan
packet counters

U Report on host operating system, hardware make, model, processor, memory, storage, firmware
and serial number.

c. o

Network Maps

U Automatically visualize corporate networks and their thousands of nodes
U Automatically visualze communications tbughout theenterprise

Ticketing System

U Automated trouble ticket queue generated by Monitoring probes
U Ability to create trouble tickets, assign priority, and associate to hosts for documenting problem
resolution workflow and delegation of work to operators

Contact Management System
U General contact management facility used for sending alert notifications
Dashboards

0 A set of visual tools for displaying summary data
O Tools include: Host Performance, Birdés Eye

Vi

ew,
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Historical Host State Tracking

U Ability to review host state changesger time
Audit

0 Versiera generates an audit log of user administrative gctiuring its use
Filters

U Filters provide the ability toeduce the quantity of presented host data to loctieed!
information
U Dynamic suggestions are available for locating the desired information

CustomTable Presentation

U Versiera data presented in table format may be sorted by clicking on the respective column
heading. Alternate clicks sort data based onrating and descending values.

U Table columns may be rearranged by clicking and dragging the desired table column to the
required location in the table.

Support

U Available via web based forunflttp://forums.versiera.en/) using Versieraccount (and its parts
the VersierdD and passworddnd emailsupport@versiera.com
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Getting Started

Versiera Account

Now t hat youd whatVesiaratande usdad fot a b Bsmrtedusing it To use the system
a Versigaaccount (its parts being the Versiera ID and passwsmquiredlt can be obtained by
navigaing your Internet browser tiottps://www.versiera.com nd c¢ | i Cr&atem Yersenma DG

link. Thislink will take you to aregistration page, where you can create yensiera accounOnce the
Versiera account has been successfully createshfa@mation email will be sent from Versietathe

email address provided the registration processntaining arembeddedctivation link for the new
Versiera accountyour Versieraccouniwill only become usable ong®mu have clicked on the URL linked
contairedin the email.

vergler‘a

Versiera D |

Forgotten yvour passward?

Forgotten yvour Wersiera D7
Create aVersiera D

YWersiera User Guide

Should you ever need to change your Versaeeounipassworgdyou may do so after signing into Versiera
and using thédministration link (top right of page) anthen theAccount Section.
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Versiera Agent

oo

(Y]

Once you have activated your Versiaountto make full use of Versiera you willeed tosign-in to
Versiera(Versiera ID and passwordjownload andinstall a Versiera agentn one or moreomputer

hosts you wish to manage using Versiétleast one agent is necessary to populate Versiera with host
information.

Standard Versiera Agés

Platform YWersion Build
Mac 05 X 10,4, 10.5 (x86/ppcy  1.5.0 16827 Download
FreeBSD 7 (arnded) 1.3.0 1770 Download
FreeB5D & (amd&d) 1.5.0 16827 Download
FreeBSD 4 (x86) 1.3.0 1770 Download
FreeBSD 5 (x8a) 1.3.0 1827 Download
FreeBSD & (x86) 1.3.0 1827 Download
FreeBSD 7 (x86) 1.3.0 1827 Download
FreeBSD & (x86) 1.5.0 1770 Download
Litix, glibc 2.2 or later {86} 1.3.0 1770 Download
Linux, glibc 2.3 or later (x86_64) 1.53.0 1770 Download
MetB5D 5 famdad) 1.3.0 1770 Download
MetB5D 3 (x86) 1.3.0 1827 Download
MetBSD 4 (x8a) 1.3.0 1827 Download
MetBSD 5 (x86) 1.3.0 1827 Download
OpenBsD 4.5 {armdod) 1.3.0 1770 Download
OpenBSD 4.2 {x56) 1.5.0 15827 Download
OpenBsD 4.3 {x86) 1.3.0 1827 Download
OpenBiD 4.4 {x56) 1.5.0 1827 Download
OpenBsD 4.5 {x86) 1.3.0 1770 Download
Solaris 8, 9, or 10 {sparc) 1.5.0 1827 Download
Solaris 10 (=86} 1.3.0 1770 Download
Windows 2000 or later {x36) 1.5.0 1812 Download
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Embedded Versiera Agents

Platform Wersion Build
DO-WET Linux 2.4 {brcmdfxx) 1.3.0 1825 Download
DO-WET Linux 2.6 (bremdf ==y 1.3.0 1825 Download
COpenWRT 5.09 {atheros) 1.2.0 1825 Download
OpenWRET 5.09 (bromd? =« 1.3.0 1825 Download

There are two steps in installing an agent on a host; installing the agent and registering the agent with
Versiera whichwill assignthe Versieraagentwith a digital certificateand mapt to your Versieraaccount
Versier agents collect host information and serghitryptedo the central system inside secure socket

layer tunnel (SSL). Versiera agents haare AINA assignedlistening port 9050/tclistening port can be

forced to listen on loopback interface anlyhelistening port is intended for edemand agent requests

from theVersiera Management Console in an Enterprise environment (initiated by the Versiera ID account
holder)

Versiera agents operaba internaltimers and communicate with the cexitsystem ategular intervals.
The Pllowing are the default timers (the valuaay change in future relea¥es

Heartbeat checkn: 1 minute interval
Performance host data 5 minute interval
Complete host state data 6 hour interval

Further, gents detect hosime changesuch as those for time synchronizataond adjust their timers
accordingly.
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Agent Installation i Windows

:@z

VersieraAgent Installation instructions for Win32 Platforra

© N

10.

11.

12.

To install the Versiera agent you must have administrative acctéssta@rget computer where the
agent will be installed.

Use your browser to navigate htps://www.versiera.com/

Sigrrin usingyour VersieralD and password corresponding to your Versiera account

In the Agent Seatin, review the list otheavailableWindowshost agents for download and select
the onematching youioperating system and hardware platform

Cl i ¢ k Downloadh e l. Berslre to save the grsieraagentx.x.x.x.exedto somewhere easy

to find like yourDesktop.

Ru n vefsieraagentx.x.x.xex®d f il e and follow the on screen pro
When the introductory screen appears, click ANext

On the next screen you can choose the installation path for the agent. It will automatically go to

thedeAul t | ocation which can be changed i f necessar

The next screen will display a summary oftheimstal CI i ck Al nstall 6 to proceed
installation.

On the final screen, fi Re gi sdnbyrdefalts Leavechecked st wi t h s
for new host installation€lick on Finish.

A command promptvindow will pop up prompting you foyour Versiera IDand password to

register the hostJsethe Versieraaccount (VersiertD andpassword}hat you use to login to

your Versieraweb account.

If the Versieraaccount [D and passwordareaccepted, thbhostwill get registeredvith Versiera

receive a assignedligital certificate andhe agenservicewill automatically restart.

Note- Therotaing Versiera agent log files located in%SystemRoot%rsagent.log

10
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Agent Installation - UNIX

oL [o]] -

VersieraAgent Ingallation instructions for POSIX(Unix) Platforms

1. Toinstall the Versiera agent you must have administrative access to the target compaté¢hevher
agent will be installed.
2. Use your browser to navigate https://www.versiera.com/
3. Signin using your Versieraccount using your Versiet® and password
4. Review the list of available host agents for downlaad select the onaatching youioperating
system and hardware platform
5. Todownload the agentgfit-cli c k on t he fabbuseSAUE&LINIASIoptianke
sure to savagentk he. Aiversher o s omepotyeurDegktapasy t o fin
folder.
On your computerttange directory to where the downloddiée was saved.
Set theexecute permissioon thefi v e r -agerngxr. ax . xfile by issuing the following
command from t he t eragemba.l x .ix.hxnosdh .44 versiera
8. Executethdi v e r-agengxr.ax . x . xvi ¢ o t hiel eersieraagembdx.x.k.sh and
follow the on screen prompts.
9. The installer informs you of the path it used to install the agent.
10. Once the agent is installed it will prompt you for your Versiera ID as$word to register the
host. Use the Versiera ID and password that you use to login to your Versiera web account.
11. If the Versiera ID and password were acceptedhtstwill get registered, receive a digital
certificate andhe agent willautomatically estart.

No

Notel TherotatableVersieraagent log file is located in /var/log/agentmond.log

11
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Agent Installation - pfSense Firewall
VersieraAgent Installation instructions for pfSense Firewall

1. To install the Versiera agent you must have administraibeess to the target computer where the

agent will be installed.

n

Use your browser to navigate htps://www.versiera.com/
3. Signin using your Versieraccount using your VersietB and password.
4. Check of the pfSese website the version of FreeBSD operating system used as the basis of the

particular version of pfSense andwhload the appropriate Versiera FreeB&gent to your
desktop.
5. Todownload the agentgfit-cli c k on t he fmbuseSAUELINKASIptiom Be

sure to savagentk he. Aversheértano somewherfeldeeasy to fi

6. On your computer change directory to where the downbbfildewas saved.
7. From the pfSense management web interface, go to Diagnostics and usethar@oPrompt
section. Use the Upload option to transfer the file from your desktop to pfSense. This will place
the Versiera agent installer to the pfSense /tmp directory.
8. From the pfSense console, set éhxecute permissioon thefi v e r -agenxx.&.xs hfike by
i ssuing the foll owing c¢omman d-agéntxo mt .txh ex .tsehromi n al

9. Execut e t-agentxil vxe rxs. ixeirddno t fhiel eersieraagembdx.x.R.shy and
follow the on screen prompts.

10. The installer informs you ohe path it used to install the agent.

11. Since pfSense uses different pathifestartup scripts you will need tmpythe

letc/rc.d/agentmond.sh startup sciigo /usr/local/etc/rc.d/agentmond.sh. This will be done
automatically in a future release oétWersiera agent.

12. As a last step you will need to register the Versiera agent to your Versiera ID:

Code:

lusr/local/lib/vrsagent/agent/1.3.0/vrsagaeghosts https://backend.versiera.cdraserVersieralDi pasgpassword

13. Once the agent is installed it will prompt you for your Versiera ID and password to register the
host. Use the Versiera ID and password that you use to login to your Versiera web axcount
register the agent

12

fi
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14. If the Versiera ID and passwbareaccepted, thhostwill get registered, receive a digital
certificate andhe agent willautomatically restart.

Note:

It is recommended to creatdRegistration Versieraaccount (D and passwordj the Administration
sectionfor scripting.

13
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Agent Installation i DD-WRT

Versiera Agent Installation instructions foEmbeddedPlatform

Prerequisite:

1. Itis recommended the embedded network device should have a minimum of 8MB flash and
16MB DRAM memory.

2. DD-WRT 2.4 SP1(or newer) installed otheembelded devicéBroadcom/Atheros)

3. Embedded device should be able to connect to the Internet. Required to register the device with
Versiera Management Console.

Procedure:

1. Configure networkhelP address, subnet mask and gatearayhe embeddegetworkdevice.
2. Configure DNS servers as the agent installation needs to be able to resolve
fhttps:// backend. versiera.com/ 2o
a. Example:8.8.8.8and8.8.4.4(Google DNS)
b. Example:208.67.222.222nd208.67.220.2200penDNS)
Configure the time zonesing the DBWRT managemerinterface
Configure thedate/time on the embedded network device.
a. Example:date-s 2009.11.030:41
Optionally configurethe Network Time Protocol (NTP) to maintaihe correct time.
Enabl gfsot Hd Ife system SMRPmpanagémentitaceg t he DD
Use your browser to navigate hittps://www.versiera.com/
Sigrin using youVersieralD and password.
Review the list of available host agents for download and select theainking your embedded
network cevice and firmware.
10. To download the agentgtitcli c k on t he falbuseSAVE&LINKASIoptianike
sure to savagentk he. Aversherto somewherfeldeeasy to fi
11. Secure opythedownloadedVersiera agent to thembedded device over thetwork usinghe
¢ 0 mm ascplageftinstall.tar.gz root@xxx.xxx.xxx.xxx:/tmpo (agent may also be copied
from USB ifthe port isavailable on the device)
12. Log into the embedded device console and change diregittrghe commandicd /tmpo .
13.Extract t he ag danxzfafgentinstall.tatgeiCdor.c hi ve #
14. Change directorwith the commandicd /jffs/opt/vrsagent/agent/1.3.03
15. Manually register théostf./vrsagenti reghosti s
https://backend.versiera.com/versiera/backend/rpc.phf .
16. During the installation, wen prompted, enter théersieralD and passworthat you use to sigm
to theVersieraManagement Consale

W

©oNoO

14
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Verification:
1. Versiera agent configurationtiags aresavedn fijffs/etchersiera/o directory.
2. Versiera agent startup scriptf¥jffs/etc/config/agentmondwanupo.
3. Versiera agent is installed i¥jffs/opt/vrsagento.
4. Verifythatt he agent i s r psiefjgregvrshgend & ikie moureboontige A

embedded device.

5. Log into the Versiera websitgtps://www.versiera.comafter a couple of minutebe agent
shouldstart populating information for the embedded device.

6. Review firewall rules anénsurethatthefirewall rules on the embedded deviegesetto permit
outbound communication on pa3/tcp(SSL)

15
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Agent Installation T OpenWRT

Versiera Agent Installation instructions foEmbeddedPlatform
Prerequisite:

1. Itis recommendecht embedded network device should have a minimum of 8MB flash and
16MB DRAM memory.

2. OpenWRT 8.09.1(or newer) installed otheembedded devicBroadcom/Atheros)

3. Embedded device should be able to connect to the Internet. Required to register the tlevice wi
Versiera Management Console.

Procedure:

1. ConfigurethelP address, subnet mask and gateamyhe embedded device
2. Configure DNS servers as the agent installation needs to be able to resolve
fhttps:// backend. versiera.com/ 2o
a. Example:8.8.8.8and8.8.4.4(Google DNS)
b. Example:208.67.222.222nd208.67.220.22Q00penDNS)
Configure the time zone and date/time on the embedded network device.
c. Example:date-s 2009.11.03.0:41
Optionally configurethe Network Time Protocol (NTP) to maintaihe correct time.
Fromt he OpenWRT c opkgupdated execut e A
From t he OpenWRTopkynstadl libbpenssbx e ouf easital | required |
From t he OpenWRTopky mstadl libptreeaddx & cou tien sft a |l | required |
Use your browser to navigate htps://www.versiera.com/
Sigrrin using youVersieralD and password.
0. Review the list of available host agents for download and select theainking your embedded
network device and firmware.
11. To download the agentight-cli c k on t he fbwuseSAUE&LINASIoptianke
sure to savagentk he. Aversheértno somewherfeldeeasy to fin
12.Copy Ver s vesieraagengxe.rxshofo the embedded device over the network using
scp command
13. On c e vérdiemagentx.x.xxshd i s on the Open\WRiieezeotee dded devi c
permissioronthe file with the commandichmond 744 versieraagentx.x.x.x.sho.
14. Run the Versiera agent installeith the commandh./versieraagentx.x.x.x.sho
15. During the installation, Wwen prompted, enter théersieralD and passworthat you use to sigm
to the Versiera Management Console

w

B0 NoOA

16
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16. A firewall rule mayneed to be sab permit outbound communication from the embedded device
to VersieraManagemenConsole Pl eas e r ev i e wiptdbleg-lowarlhle rf wll d 0 wu snign ¢
firewall rul e can be ad/didinit.d/agentniohde Wy risitlee @at ish@r a u
following line at line 66
d. iptablesi A OUTPUT ip tcpidport 4431j ACCEPT

Verification:

1. Versiera agent configuration settings sasedn /etchersieradirectory

2. Versiera agent startup scrigt/etc/init.d/agentmondand a startup links
/etc/rc.d/S99agentmond

3. Versiera agent is installed topt/vrsagent

4. Verifythe agentisrunnig by e yps ef Ugtep visggerid

5. Log into the Versiera websitgtps://www.versiera.comafter a couple of minuteke agent
shouldstart populating information for the embedded device.

6. The agent may bexecuted manually for debugging purposes by first stopping the agent
fYetc/init.d/agentmondsto® and running the agent manual ly
fYopt/vrsagent/agent/1.3.0/vrsageritC /etc/versiera/agend .

17
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Versiera Management Console

Now that youodve aMersieraagerst onyodut hp&) iwe can irtrbduce gou to the
information available in the Management Console as received from the Versiera lAgestggested that
aminimumscreen resolution of 1024x768 be used when using Vetdi@nagement Consobnd for
optimum results 1280x1024 or highisrecommended.

WebBrowsers

The Versiera Management Consoléhie user web interface through which you are able to manage and
monitor your infrastructure technologyo use the Versiera Management Consaleb browser is
required.VersieraManagement Consoles been tested successfully with the following browsgosgle
Chrome Apple SafariFirefox, Opera,KonguerorandMicrosoft Internet ExplorerOther browsers may
also work, but have not been tested. thetbest result€hrome, Safari, Firefox and Opdreowsers are
recommended.

Title Box

Once a user signs into Versiera, the main title box presents them withretfisieredCompany Name,
Versiera ID, and time zone information. Summary information i3 ptevided on the number of registered
hosts and the numb#rat have noteporting inrecently

UF‘:F‘rIF!F‘Fi IR -
-

Main Screen Sections

VersieraManagemen€onsole has been designed for quick and easy traversal. The main screen is divided
into Sections. By clicking on &ection icon or title the user is taken to the information ferdspective

section. Sections are then subdivided by context tabs. Other interface traversal options are also available in
the form of a section dregown boxes and web page breadcumb links.

ver"_Gler'a e e

18
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Table Data

Much of the information in Versiera is presented in table forfrta¢. number of rows per table may be
controlled from 10, 25, 50, and 100 to suite user preferences. This preference is configurable from any of
the tables using the selamtis above the table. Once selected the preference is saved and will be used
throughout Versiera until changed by the user. The number of rows in a table is presented at the bottom of
the table. When thiotal number of rows exceeds that of an individublégpage contrds are provided

below the table as direction arrows,viewthe additional rowsAll table data is available for download

using comma separated values (CSV) or as a portable document format (PDF) file.

verfyera oMt

SortingTableColumns

The table dta is presented with default sort orders based on a particular column in the table. The table
columns that have blue headings can be used for sorting data rows. By clicking on the table column
heading successively, that column will be used for sortingatachate clicks will sort in ascending and
descending order.

Arranging TableColumns

Thedefault table column ordering in tables may be altered to suit preferences. By clicking on and dragging
a table column heading to the desired position between aslimrthe table and releasing, the column
ordering will be modified and saved as a preference.

19
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Filters

At the bottom of all tables there are three boxes and a filter hilballow the selection of the desired

data to be presented in the table. Thet foox provides all the table columns as filter targets. The second
box allows the selection of a filtering expression type. The third box provides user entered filtering criteria
to be used against a column target and using the expression from thels@cond

As the user types successive characters in the third box, Versiera automatically starts to suggest values
from the table data which can be selected and used. The user may prefer to only enter partial data for
filtering, such as several characteraafame.

Versiera permits the use of multiple filters against a table to reduce the number of rows and present the
optimum data set.

Marre = contains =] I Filter
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Thesection providesn overview of host communication informatidrable rows show host
communicationniformation and confirm the host is successfully reporting in. Table rows in yellow. Show
hosts that have been successfully registered, but have not submitted any state information. Table rows in
highlighted inred, indicate hosts have not submitted angrimiation to Versiera within the last five (5)
minutes. In general hosts submit quick up status every sixty (60) seconds.

Rows per page: 10 | 25 | 50 | 100 Download table as: €5V (this page) | CSW (all pages)

Host Last IP External IP 5P Country Last Port Last Check-in 55L NAT HostUp ¥ Delete
freebsd0-amd6d.bdeint 102263179 10.226.3.179 CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 4050 2010-02-18 14:45:52 true  false  true @
Cent05-52 172.2002.143 172202143 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 4050 2010-02-18 14:45:06  true  false  true @
xphd-garmjaikoul 10226366 10226366 CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 4050 2010-02-18 14:45:54 true  false  true @
opensuse-11 bdc.int 172202134 172202134 CLASS B ADDRESS SPACE FOR PRIVATE INTERMETS  Internal - 9050 2010-02-19 144516 frue false true @
wmOZ-debian 102263123 10.226.3 123 CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 9050 2010-02-19 14:45:51 frue false true @
wmO7-deb388 10.226.3.117 10.226.3.117 CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 9050 Z010-02-19 14:45.09 true false true @
RedHat-5-2 172.20.2.87 172.20.2.97 CLASS B ADDRESS SPACE FOR PRIVATE INTERMETS  Internal - 9050 2010-02-19 14:42:54 true false true @
freebsdB0-i386.bdc.int 10.226.3.181 10.226.3.181 CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 9050 Z010-02-19 14:45:35 true false true @
Fedora? bdcint 172.20.2.193 172.20.2.193 CLASS B ADDRESS SPACE FOR PRIVATE INTERMETS  Internal - 9050 2010-02-19 14:45:44 true false true @
FreeB3D-7.bdc.int 172.20,2.142 172.20.2.142 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Interal - 9050 2010-02-19 14:45:41 true false true @

M4 Fage 1 of 10 (31 rows) p b

Marne ~ | | contains b Filter

Viewing Table Information
The table data provides the following information:

Host i the hostname of the system registered with Veadich name ialso a link thatvhen
clicked on will take you to thelost Summary Page.

Last IP 1 the source IP address of the host interface with the configured default route

External IP i the source IP address as seen by the central Versiera systentevhihunicating
to the host agent (Internet IP)

Last Port i the listening port number of the Versiera agent running on the host

Last Checkin T the data and time of the last agent chigkvhich in common usage should be
updating once every minute

SSL T aBoolean value of true/false on whether the communications between tiieaadecentral
Versiera systensiusing secure socket layer (SSL)

NAT - aBoolean value of true/false on whether a network address translation intermediary device
is in place betweethe host agent and the central Versiera system
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Host Upi a Boolean value that shows whether thet hgent is up and implies that the host must
alsobe up

Deletei this is a button that allows a host to be removed (unregistered) from the central Versiera
system
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Host Groups

Thesection providesnetods for creating and managigmpups of hosts to simplify management and

monitoring tasksThere are two types of groups static and dynamic. Static group members are explicitly
defined by adding hosts the group. Dynamic group members are automatically determined based on one

or more rules regarding host properties. For example a Dynamic Groups may be based on hosts that reside
on a particular network, hosts with similar operating systems, or hostsimitar running programs.

Viewing Table Information
The table data provides the following information:
Namei the name of the host group.
Descriptioni additional information about the group
Membersi the number of members in a host group
Type T host gpups may be defined as eittstaticor dynamic
Edit 1 the button allows the update of host group members for an existing group

Deletei the delete button removes a host group

Rows per page: 10 | 25 | 50 | 100 Download table as: 5V (this page) | C5W (all pages)

Name 4 Description Members Type Edit Delete
bind DN servers 2 static E] @
FreeBSD | BSD 15 dynamic [E] ¥
Solaris Fal) 5 dynamic E] @
Windows | Microsoft 05 17 dynamic E] @
[ 4 Page 1 of 1 {drows) p
Mame v| |c0ntains v| | | [ Filter ]
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Create New Group Form
Namei the name of thbost group
Description i addiional information about the host group

Type' the listening port number of the Versiera agent running on theost groups may be
defined as either static (explicitly defined) or dynamic (based on rules defining one or more
common host properties tosagiate to the group).

I o

Static GroupForm

INS servers

P o]

Available Selected

9 205-client - g OpenBsD-45. bdc.int
alex-vrsbuild0l a OpenBSD41-DELL bde int

ALT-Linux-4.1

archlinux

Fows per page: 10 | 25 | S0 | 100 Download table as: C5V (this page) | C5V (all pages)

Host = LastIP  External IP LastPort  Last Check-in  SSL NAT HostUp
OpenBsD-45.bdc it 10226.0.43 10.226.0.43 9050 2010-01-21 20:27:35 true false false
OpenBSD41-DELLbdc.int | 172.20.3.49 172.20.3.49 5050 2010-02-19 15:16:23 true false true

4 4 Page 1 of 1 (2 rows) p |
e ) [ 9| |
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Dynamic Group RuleBorm
Op i the name of the host group
Invert T additional information about the host group
Field i drop-down box that includes all possible host properties to be evaluated in the formula
Rule i drop-down box of rule types to be used in the formula
Valuei the user supplied value for evaluation
Commit i button to save the modified rule formula
Deletei button used to delete a given rule
Add Rule i button for the addition of another dynamiogp rule to a rule set

Rebuild Membersi button is used to generate or update table of group members

Sample Dynamic Rule

I )

Dynarmic Group Rules
o Invert Field Rule value Commit Delete
O [stros v| [contains ] [freebsa '@ =

Group Mernbers

Rows per page: 10 | 25 | 50 | 100 Download table as: CSV (this page) | C5Y (all pages)

Host = Last IP External IP Last Port Last Check-in 55L NAT Host Up
FreeBSD-64.bdeint 10.226.0038  10.226.0.38 3050 2010-01-21 20:27:06 true false false
FreeB3D-7.1 172.20.2.110 172.20.2.110 2050 2010-02-1915:11:34 rrue false true
FreeBSD-7 bdcint 172.20.2.142 172.20.2.142 9050 2010-02-19 15:12:40 true false true
FreeBSD-72 172.20.2.145 172.20.2.145 8050 2010-02-19 15:11:58 true false ftrue
FreeBSD-8-0-betal bdc.int 172.20.2.92  172.20.2.82 2050 20089-12-26 09:38:22 true false false
FreeBSD-8.bdc.int 172.20.2.68 172.20.2.68 9050 2010-02-1915:12:11 true false true
freebsdZ Ovm.bdc.int 172.20.2.137 172.20.2.137 9050 2010-02-19 15:12:31 true false true
freebsd?2-amd64bdeint | 10.226.2.165 10.226.2.165 3050 200%-06-1114:03:07 true false false
freebsd@0-amde4bdeint | 10.226.3.179 10.226.3.179 2050 2010-02-1915:12:39 rrue false true
freebsdE0-i386.bdc.int 10.2268.3.181 10.226.3.181 9050 2010-02-1915:12:25 true false true

HdPage 1 |or2 0Srows b i
T T \
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Schedules

Schedules are uséar creating and managing timetables that can be used to control when actions are taken.
Scheduts can be used for Monitoring, Jobs, &dsettingtime intervalsover whichNotifications should

be sent out. Schedules are evaluated by the Versiera central system. Since késpiedata othe

remot e ho s tsdhe scliedul@d tmésfare edon the local time of the remote hosts. That is to

say that if a schedule to start a host backup job is scheduled to run at 22:00 on several servers located in
different time zones, Versiera will offer the job to each servers based on when 22:0Qtiigecfide them.

This also applies for schedules used in user notifications. Each Versiera user configures their respective
time zone, so any schedules for notifications apply to the users based on their respective time zone. The
process of creating a schéeluequires that at least oRelle Sebe created to set a time zoneRAle Sets

itself comprised of one or more individuRlles Schedules can be comprised of multiple Rule Sets to
accommodate particular timing requirements. In general terms:

e AsingleRule Sets a logical expression ford by individualRulesconnected with the logical
conjunction (logical AND)

e A Schedulés a logical expression formed by a grougrofie Setsonnected with the logical
disjunction (logical OR)
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ViewingScheduls Table Information

The Schedules table data provides the following information:

Schedules

Fows per page: 10 | 25 | 50 | 100 Download table as: C5W (this page) | C5W (all pages)

Name & Description Edit Delete

From 11-12pm Development @ @
From 12-Tpm  Production @ @
Fraom 15-16 Staging @ @

I 4 Page 1 of 1 (3 rows) e

Marre V| ||:|:|ntains V| | | [ Filter ]

Namei the name of a particular schedule
Description i additional information about the particular schedule
Edit i the button allows the update of a particular schedule

Deletei the delete button removes a particular schedule

Create New Schedukeorm

Cre hedule

Description

I (<

Namei the name of the schedule
Description i additional information about the schedule

Once a schedule has been created, one or more RULE SETS need to be associated with the
schalules that define when actions should take place.
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Create New Rule SEbrm

Editing Schedule: From 12-1pm

Schedule Properties

Production

Cescription

I (s

Schedule Rulesets

Rule Commit Delete
Match weekday: sy (e 1w Blwe Oth O Osa @ 3]
After tirne: : @
Eefare time: : @

Eule Type | Match weekday v|

Rule Typei a dropdown box to select a particular rule type

Match weekday
After day of month
Before day of month
After time

Before time

After date and time
Before date and time

Create Rulei button to add a new Rule Type from the ddgawn window to the Rule Set

Delete Rule Sei button to remove an entire Rule Set rather than individual rules in a set
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Sample Rule Set

The sample Rule Set is comprised of three separate Ruldsrtha logical expression having been

connected with logical conjunction (logical ANO3ivenRule Set can be used to run a particular job every

day of the week between 8:00am and 1:00pm. If the Job must be repeated during the scheduled times, then
an Inerval time should be configured for the particular Job.

Rule Commit Delete
Match weekday: W sy M mo M 1y M owe ¥ 11 ¥ Fr W 52 [8] [x]
After tirme: IB j :I oo j E
Before time: I 13 j :I oo j E

Eule Type I Match weekday j
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Sample Schedule

The following sample Schedule will perform the associated Job during weekdays betweé96:a0d
17:00-18:00.

Wersiera >> Schedules

Editing Schedule: Sample Schedule

Schedule Rulesets

Fule Commit Delete

Match weekday: DSuBMnBTuBWEBThEFrDSa E
After tirme: : E
Eefare time: : E

Eule Type |Match weekday IL”

Rule Commit Delete

Match weekday: DSuBMnBTuBWEBTh@FrDSa E
After tirme: : E
Before tirme: : E

Rule Type |ru1at|:h weekday t”
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Jobs

—
%)

Jobs are used for creating and managirgptsandtheir assignment to one or more hoststo a group of
hosts During a checkin, theinstalledagents on remotieoss querythe central Versiera system whether
there are any scheduled jobs for them to perform. There are two types of Versiera Jobs

The first are Pedefined Jobs based on Script Models such as:

Software Installation
Shutdown

Reboot
Wakeon-LAN

The second are Jobs that are based on Scripts written using Blu&Bgiztge (embedded agent language
similar to TCL).

Software Installation Types

Versiera Jobs supportsiamber ofSoftware Installation Type$-or Microsoft Windows the Single
Executableguch as Microsoft Hotfixes), Microsoft Installer Package (MSI) and InstallShield (ISS).
software installation types are supported.

Versiera Jobs @ports a number of Package Management Systems for Linux and FreeBSD such as RPM
Package Manager and FreeBSD Ports.

Software Installation Requirements

Configuration of a Software Installation script requires that the software to be delivered is placeebon a
server accessible to the remote hosts. The software delivery transport mechanism uses HTTP protocol (port
80/tcp).

Software Installation Scheduling

Once a Job has been configured it is considered active and becomes available to connecting remote host
agents. To perform software installation at particular times, the software installation job must be configured
with a Schedule that has been previously created.
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Jobs Take

The Jobs table data provides the following information about configured jobs:

Scripts || Job Status |/ Job Histary |

Rows per page: 10 | 25 | 50 | 100 Download table as: C54 (this page) | €5V (all pages)

Mame « Description Hosts Script Du:;t Schedule "('::?S')a' Disabled Edit Delete Browse Notification
bluefish-to-Fedora-2 1 bluefish-to-Fedora-2 false none true @ @ B Contact
Install Acrobat Reader 1 Install Acrobat Reader  false none true B ® = Contact | Default E-mail ||
hyhx-ta-Cent05-52 1 Ik -to-Cent0s-52 false none false @ [E B Cﬂntact
piccolo-to-Fedora-3 1 piccolo-to-Fedora-3 false none Talse @ @ B Contact
Reboot during period 4 Reboot true :—”;m 15 120 false B ® =
rceer:tog:—lvnx-from- 1 rceer:tog:—lvnx-from- false none True B = = Cﬂntact

4 Page 1 of 1 (& rows) b b

|

Narne vl ‘cﬂntains b

Namei the name of a particular job

Descriptioni additional information about the particular job

Hostsi the number of hosts assigned to a job

Script T the name of the script associated with the job

Use Drafti Boolean value defining to run the job, but eaecute the script
Schedulei the name of the schedule associated with the job

Interval 1 the interval in seconds to repeat the job

Disabledi Boolean value defining whether the script is disabled

Edit i the button for updating of a particular job

Deletei the button for removing of a particular job

Notification i the contact that should be notified of the job progress
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Create New JobBorm
[ [=1a}

Description

Script | -- Mone -- b
Schedule

Namei the name assigned to the particular job
Description i (optional) information or details about the partirijob

Script T drop-down windows allowing the selection of a script name to be assigned to the job,
previously created in the Scripts tab

Schedulei (optional) dropdown window allowing the selection of a schedule name to be
assigned to the job, previsly created in the Schedule Section

Interval i (optional) the number of seconds between particular job repetitions for situations when
a particular job must be performed continuously
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ScriptsTab

The Scripts table data provides the following informatbiout configured scripts:

[ Job atatus || Job History |

Fows per page: 10 | 25 | 50 | 100 Download table as: C5Y (this page) | C5V (all pages)

Name = Description Serial

piccalo-to-Fedora-9

Piccalo-to-Fedaras

Feboot

rermowe-lynx-from-CentOs

Fun Stuff hast command
shutdown

wget-to-freebsds

rR W — M MmN

() (1) () () ) () () )

wget-to-slackware-11

Edit Delete

(5¢] (] [3¢] (3¢] (] €] (3¢] (]

Type
Software Distribution
Softmare Distribution
Shutdawn
Software Distribution
Script
Shutdown
Software Distribution
Softmare Distribution

Size

45

H{Page of 2 (18 rows) b M

| Marme v| | contains vl |

- [Fiteer |

Namei the name of a particular script

Description i additional information about the particular script

Serial i a numeric value that automatically increments each time a script is modified

Edit 1 the button allows the updaté @ particular script

Deletei the button allows the removal of a particular script

Typei provides information whether the script is explicit or based on a predefined model

Sizei provides the size of a script
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Create New Scrigform

Create M ipt

Marne | |

Description |

Script Type | Script W

Namei the name ssigned to the particular script

Description i information or details about the particular script

Script Type i a type may be either a script or a predefined script model such as Software
Distribution

When a new script is created there are two additiassdciated forms:

Script Properties=orm

Script Properties

host command

Description

EE - |
I o

Namei the name the script

Description i information or details about the script

Serial i a numeric value that automatically increments each time a script is modified
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Script ContenForm1 Predefined Models

Script Content

ckage Marme |a5pe|—en |

Package Wersion | 9 |

Package Name' the name assigned to the script package contents
Package Versiori information or details about the version of the package contents

Check Presence Before Install a checkbox indicating to the agent to check whether the package
is already instlled prior to starting the installation

Install Method i1 the install methods supported include: single executable (exec), Microsoft
Windows Installer (msi/Win32) InstallShield (iss/Win32), (pkg/FreeBSD, OpenBSD, NetBSD),
Red Hat Package Manager (rpnmiux)

Package URLI the URL directs the Versiera agent where to obtain the required package

Answer File URL 1 the URL directs the Versiera agent on where to obtain the answer file
corresponding to those packages that support answer files

Arguments i any ogional arguments supported by the respective installation methods
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Script ContenFormi Bluescript

execl { echo "this is a test blah"™ >
ftesel )

Drraft

[

Body i production code to be executed by Versiera agent

Draft i test code to be executed by Versiera agent
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Job Statugab

The Job Status table data yides the following information about the execution of jobs:

| lobs

|| Geriprs | [ lob Histary |

Job Status

Rows per page: 10 | 25 | 50 | 100 Download table as: C5Y (this page) | C5Y {all pages)

Job Host Instance Start Stamp Stamp ¥ S5tate Data Delete
Feboot during period | MetBSD-40 46 2010-02-24 15:45:22 (2010-02-24 15:48:22 end @
Reboot during period | W2K3 43 2010-02-24 154751 2010-02-24 15:47:52 end @
Feboot during period | ASPLinu=12 42 2010-02-24 15:47:05 (2010-02-24 15:47:06 end @
Feboot during period | Saolaris10 66 2010-02-24 15:45:06 2010-02-24 15:456:08 end @
Install Acrobat Reader| xp-deskpro-en 4/ 2008-08-18 101747 2008-08-1510:17:47 start @
Iyhx-to-Centls-52 Centd5-52 4 2008-08-05 16:43:04 2008-08-0516:43:13 end @
piccolo-to-Fedora-9 | Fedora-92 1 Z008-07-18 15:26:59 Z008-07-18 152735 end @

M 4 Page 1 of 1 (7 rows) b

| [riter |

|Ju:|b v| |contains vl |

Job 1 the name assigned to the job

Hosti name of a host from list of hosts assigned to the job

Instancei the number of time the host attempted to complete the job
Start Stamp i the date andme for starting the job by the host

Stamp’ the date and time the host agent updated Versiera on its status
State’i the current state of a job (queued, start, end/fail)

Datai any data returned from the job execution

Deletei a button for removing of thible record
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Job HistoryTab

The Job History tab provides the following information for review of older job records:

Job i the name assigned to the job

Host1 name of a host from list of hosts assigned to the job

Instancei the number of times the jokas executed by the host agent
Stampi the date and time the historical data was saved

Statei the data record on the job execution state (queued, start, end/fail)

Datai any data returned from the job execution
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